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INTRODUCTION
The advent of widespread electronic document handling, including word processing as well as electronic and voice mail and facsimile transmission, has revolutionized inter- and intra-office communications. Documents at all stages of development are now accessible in undreamt-of quantities and iterations. Intra-office chat that previously occurred only face-to-face around the water cooler is now often conducted by electronic mail, which then is almost always preserved in computer memories even though authors may feel it has been deleted. 
Additionally, employee surveillance software may yield comprehensive information about comparators as well as about company culture as it bears on discrimination, defamation and other workplace torts.
This wealth of potential evidence should be welcomed by employment lawyers determined to build the strongest possible cases for their clients. But skill and imagination are required when undertaking to exploit this reservoir of information.
 
I. INITIAL INVESTIGATION/FACTUAL CONSIDERATIONS
Plaintiff employment attorneys have been exhorted for years about the importance of thoroughness in the initial interviews with clients: the advent of electronic communications opens new realms to be covered as part of this critical process. In addition to the details of the employee manual and company policies, counsel will now be well advised to cover all aspects of the company’s computer systems, its internal communications programs, and any rules or policies it may have regarding these subjects. The powerful evidence that sometimes reposes in e-mail banks justifies careful and thorough examination of this area of company policy and operations.
Among topics that should be addressed are the nature of any internal network, including the kinds of hardware employed (if the client knows;) the various kinds of software employed, including the program or programs used for electronic mail and internet access; how the system is maintained and by whom (an inside employee or outside maintenance company;) company rules and policies regarding use of the system (if any); and the company’s culture about the system (whether the rules are obeyed or more honored in the breach than in the observance.)
In connection with the latter, the degree to which the company relies on electronic mail (some actually have their employee manuals on their internal system and require employees to access them by e-mail.) Employee custom and usage in this area should also be explored. 
This kind of usage can often produce information useful in developing an employment case. Obviously of greatest interest will be comments by managers about individual employees or about company policies (such as anti-harassment or -discrimination policies) which either don’t exist or are pervasively ignored if they do.
Employees may also be expected to know about use of computer systems for document development and storage. If employees often draft reports, forward them to supervisors for review and editing, then receive them back with suggestions, this means that multiple copies of documents, possibly with revealing management commentary, are on at least two, and probably at least three (counting the server) computer hard drives and should be accessible under discovery. 
Sometimes overlooked is the phenomenon of electronic mail forwarding. Those who send electronic mail sometimes assume it will reach only the addressee; however, once the mail leaves the sender, he or she no longer controls it and it may wind up far from where it was initially intended to go. (See story below.)
It may also be important to explore the nature and extent of documents maintained by the employer on the internal network. 
Companies that attempt to use internal networks for libraries make their archives much more readily accessible for discovery. Not just the current employee or supervisor manual may be available, but prior editions as well. 
Internal security procedures (requirements for passwords, for example) can also be worthwhile to know. Such information for one thing may be important to getting access to the contents of machines. It may also, however, have further implications for the company’s success at safeguarding proprietary information and protecting employee privacy. 
All these features of computer networks and their usage, then, can yield important clues for the framing of appropriate discovery.
 
II. SHAKING THE ELECTRONIC EVIDENCE TREE
Plaintiffs usually take an expansive view of discovery. We don’t know what is there, so we have to make broad requests in an effort to avoid missing something. And in most discrimination cases, small things can count for a lot. Short e-mails, perhaps one or a handful out of hundreds of thousands, can show the true feelings of a manager or decisionmaker. Therefore seeking comprehensive searches can pay off bigtime. Courts are not necessarily sympathetic to this, however4, and recent decisions show trial judges being receptive as well to defendants who want to avoid breaking the bank.
At the same time, courts have been willing to saddle companies with significant costs if the expense is traceable to the inadequacy of the company’s retrieval mechanisms or the primitive nature of the company’s data storage system/ In one case, where the cost of searching some 2.8 million documents was estimated to be $80,000 and to take hundreds of hours, the court nevertheless ordered the search done, and at the discovery target’s expense, see Baxter Travenol Lab. Inc. v. LeMay, 93 F.R.D. 379 (S.D. Ohio 1981). In a similar situation involving a request for e-mail retrieval in a class action, the court similarly required the costly process to go forward at discoveree expense on the theory that a retrieval system was a "foreseeable risk" of operating a backup system, see Nos. 94 C 897, MDL 997, 1995 WL 360526 at *1 (N.D. Ill. June 15, 1995). 
Another way to think about electronic evidence is that it simply amplifies all aspects of discovery. More documents, more cost, more complexity. A handful of specific measures can help maximize the productivity of your electronic evidence discover4y effort.
 
 
1. Put the other side on notice.
While long-standing ethical requirements mandate the preservation of potentially discoverable materials once litigation seems imminent, it has also long been accepted that this rule is more likely to be enforceable if parties are on notice. The creation and storage of such materials in computers has done nothing to change this doctrine. Indeed, the prevalence of routine destruction of superannuated data makes notice that some materials may be relevant to contemplated litigation even more critical. The most artfully prepared discovery instruments aimed at an employer’s computer network will be for nothing if the data has been removed. Therefore the first issue for consideration may well be how best to preserve the contents of the system and the memories of the machines connected to it. Indeed, the issue of preservation of data has been an area particularly litigated in connection with electronic discovery. 
Letting the other side know in no uncertain terms that certain materials should be preserved, then, should be a priority. In particular, steps need to be taken to preserve backup tapes and other media from routine recycling, which is likely to put significant amounts of material beyond recovery.
 
2. Pump your client
As with most aspects of the case, your client is probably your first best source of information about what evidence may be available to discover. Many employees can identify the company’s information systems manager; and a deposition notice can be sent that specifies the individual even if his name is not known. A deposition of this individual can provide copious indications of where and how the employer maintains its electronic documents and communications. 
Employees may also be aware of company backup systems and practices. This is likely to be the most fruitful (and also most jealously guarded) avenue for searching, particularly if the company policy calls for retention of electronic mail for significant times.
 
3. Get data retention and electronic document management policies quickly.
These policies, of which your client may also be aware, are often in writing. While they may not be part of the general employee manual, companies may have reason to notify their workers of them from time to time. The policies may have double value; first, they may point the way to finding various materials which may be useful; and second, they may provide means of challenging company bona fides if they are not reasonably well observed and followed by company managers and staff. 
4. Don’t omit spy software
Vendors now make available software that can track employee activities, recording in effect every keystroke. Employers who so distrust their employees that they would wish to use such a device are unlikely to publicize the fact. Accordingly, prudence dictates including such devices in any formal discovery request which seeks to cover electronic documents and materials. 
 
 
5. Don’t forget traditional lawyering skills. 
Just because search programs exist that can scan gigabytes of memory doesn’t mean the doors have been thrown wide open for discovery of electronic documents. However tempting a search of ten years of electronic mail may be, recent decisions show courts are still in the traditional mode of assessing carefully the likelihood that a compel order will produce useful information. Therefore discovering parties can help themselves by performing a realistic analysis of just what can be produced. Knowing what you seek, be it hot e-mail or personnel committee meeting agendas, is of immeasurable value at this stage. Having such an analysis ready for the court can enhance the probability of receiving the orders that are sought. 
 
6. Spoliation
"Spoliation is the intentional, negligent or malicious destruction of relevant evidence." Townsend v. American Insulated Panel Co. Inc. 174 F.R.D. 1, 4 (D.Mass 1997). A number of cases, (including Proctor & Gamble, infra) have dealt with the circumstance where a business fails or refuses to abate its normal erasure and recycling of backup media, thus routinely despoiling significant electronic documents. A California court held a party liable for bad faith in its failure to preserve critical documents and monitor destruction of electronic materials which had potential usefulness in litigation, see Wm. T. Thompson Co., 593 F. Supp. At 1454. 
Spoliation is particularly offensive as it may deprive courts of essential information on which to issue fair and just decisions, their quintessential function. Judges have therefore been particularly strict in responding to spoliation. One court awarded a sanction of one million dollars plus attorney fees where it was clear spoliation had occurred, see Prudential (?). This award was made despite the fact the materials were destroyed in response to allegations that they contained unfair and deceptive claims concerning product, and the company was being sued on that ground.
While the Prudential case, In re the Prudential Insurance Company of America Sales Practices Litigation, MDL No. 1061, 169 F.R.D. 598 (D.N.J. 1997),does not relate directly to electronic evidence, it is useful for its comprehensive discussion of spoliation. The million-dollar sanction awarded for spoliation has also been noteworthy. Prudential had destroyed all copies of certain brochures and other sales materials in this class action unfair and deceptive sales practices case, in an effort, it argued, to reduce the likelihood that further deception would occur. Despite this assertedly good faith effort and inadvertent spoliation, the court nevertheless entered the sanction, in significant part because Prudential’s action deprived it of the ability to adjudicate the claims.
Beyond the result, the case provides a cautionary note relating to electronic mail. The court early in the case ordered preservation of samples of all materials relating the litigation; but Prudential never circulated the court’s order to its managers and employees. The company did, however, issue numerous instructions by electronic mail concerning preservation of samples of the brochures at issue in the litigation. It appeared, however, that notwithstanding the ease and convenience of electronic mail communication, a number of company employees and managers failed to read or at least to heed these instructions. Also apparently contradictory orders were also issued, adding to confusion about retaining the documents.
In issuing the sanctions, the court referred to the failure of Prudential management to respond even though it was aware the court’s order had been ignored. Among the orders were requirements for circulation of court order to all employees; a hot line for calls to report document destruction; development and dissemination of a retention policy manual; and payment of counsel fees.
In the significant Proctor and Gamble v. Haugen case1, his matter P&G had sued a distributor for national home-sales firm AMWAY and promptly sought third-party discovery against AMWAY, serving a notice stating that AMWAY had a "legal obligation not to destroy r dispose of any documents, materials (electronic data) ... commanded for production." AMWAY took steps to preserve the materials; and when it came its turn to seek discovery from P&G, it approached P&G to negotiate a mutual reciprocal approach to the process. P&G refused to engage in negotiations, and it developed that P&G had been continuing its routine recycling and destruction of its electronic documents even as the litigation proceeded. Much of what AMWAY sought, then, was beyond its reach, and it moved for a protective order. 
7. Routine Protective Orders
Counsel in cases have argued for including a motion for protective order when the Complaint is filed in a case where electronic evidence is likely to be important. Attempts should of course be made to negotiate with opposing counsel so such orders may in fact be entered by agreement. However, where indications exist that spoliation has occurred or will occur, preservation of the materials may mandate an immediate approach, perhaps even ex parte, to the court.
8. Make sure you get what you need
"Mirror image" copies of hard drives are the surest way of preserving all the material on such a drive. This kind of copy means that remnants of e-mails and other documents purportedly deleted will be retained to the extent they exist. It may also be beneficial to consider retaining an electronic data preservation expert early on, to assist in framing the request. The familiarity of such persons with existing backup media and systems may lead to a more skillfully crafted request, saving time and expense if not litigation over discovery in the future. 
It may also be worthwhile to consider the format and structure for how what you seek is to be presented. Receiving materials in electronic format, on a compact or floppy disk, may considerably ease use of the material, both for searching and for later inclusion in pleadings or as evidence. 
9. Be thinking about search terms
Disputes over searching of company backup media and databases often come down to the search terms to be used. Obviously the more terms, the more time consuming and costly the search. In the significant Proctor and Gamble v. Haugen case, the search terms were reduced; and even then produced volumes of material the producing party asserted were onerous and unduly burdensome.
P&G had demanded that AMWAY conduct a search of its electronic files using seventy search terms; but refused to use more than eleven such terms in the search it conducted in response to AMWAY’s request; and later reduced the list even further. As a result, the documents produced went back no further than one year following the filing of the litigation, and AMWAY filed a motion for sanctions. Following exhaustive argument, the court responded with a $10,000 sanction order.
The case shows, then, the level of detail that discovery of electronic materials may get to; and the importance even such theoretically non-controversial issues as search terms may assume.
10. Hard copies
Despite the wonders of electronic communication, power surges, magnetic fields and simple wear and tear mean that hard copies are still the surest way to hold onto documents. Employees should be counseled to make hard copies of important e-mail and other drafts or documents which have potential importance for a case. 
 
III. RECENT DECISIONS ILLUSTRATE THESE AND OTHER MEANS OF GRAPPLING WITH ELECTRONIC DISCOVERY ISSUES
A few recent decisions show that however intimidating the masses of materials and the vastness of the expense; and however complex the issues of privilege, confidentiality and trade secrets may be, courts are prepared to issue orders requiring production. The decisions also illustrate some possibly helpful approaches to these thorny issues.
In Tulip Computers International B.V. v. Dell Computer Corp., 2002 U.S. Dist. Lexis 7792 (D.Del. April 30, 2002) the court issued orders compelling electronic document searches of the hard drives of Dell executives as part of a patent infringement action. The court adopted a proposal by Tulip, a Dutch firm, that Dell provide e-mail records from the hard drives of its executives’ computers to a computer consultant of Tulip, which would then search the materials for references to various products allegedly affected by the patent infringement. The parties agreed to a list of search terms to be used by the consultant. Once the e-mails had been produced, the consultant would provide them to Dell for its analysis of any privilege or confidentiality issues raised. Apparently the cost was to be bourne by discovering party Tulip. The court also exempted e-mails of Dell president Michael Dell.
 
In a Solomonic decision, the District Court for the Northern District of Illinois, in Byers et al. V. Illinois State Police et al., 2002 U.S. Dist. Lexis 9861 (N.D. Ill. June 3, 2002), ordered that plaintiffs in a sex discrimination failure to promote case bear a significant part of the cost of retrieving eight-year-old e-mails where they had failed to show a strong likelihood that the e-mails contained the kinds of animus-related statements they suspected. Testimony showed (in an apparent evidentiary hearing concerning electronic discovery) that a significant cost of between twenty and thirty thousand dollars would be associated with the requested search, including the cost of defendant re-licensing the software used to archive the older electronic mails. Because the argument that the hoped-for statements would be present had been inadequate, Magistrate Judge Nolan ruled the plaintiffs were to bear the cost of licensing while defendants bore the cost of the search process itself. The decision discusses the background and prior decisions relating to electronic discovery, and discusses the significant differences between production of electronic as opposed to paper materials.
In Rowe Entertainment Inc., et al. v. The William Morris Agency, Inc. et al., 2002 U.S. Dist. Lexis 8308 (D.S.D NY May 8, 2002), a major anti-trust action involving pop music stars, the district court upheld Magistrate Judge Francis’ decision shifting to plaintiffs the cost of their search of defendants’ electronic mail, again on the ground that the prospects for finding significant amounts of relevant comments were not great. Judge Francis relied in part on McPeek v. Ashcroft, 2002 F.R.D. 31 (D.D.C. 2001) in which the court, in narrowing the search to be permitted, commented that the discovering party there had made "no showing that the e-mails are likely to be a gold mine." The court noted that Judge Francis had not set a "gold mine" standard; but that plaintiffs had been able to point to only one piece of evidence showing a likelihood that the vast amounts of e-mail to be searched contained relevant material. 
Another magistrate judge, James F. Stiven of the District Court for the Southern District of California, looked at the question of recovering ostensibly deleted electronic mail in Playboy Enterprises, Inc. v. Terri Welles, et al., 60 F. Supp. 2d 1050 (S.D. Ca 1999). IT is well recognized that sophisticated electronic techniques can often reproduce materials which computer users have acted to delete despite this attempt at deletion. The process, however, is costly. Nevertheless, Judge Stiven ordered that retrieval be attempted, and at defendants’ expense, justifying his action on the ground of defendant’s practice of continuously deleting e-mail as it came in. Contingent on the plaintiff demonstrating that the effort was more likely than not to produce some results, and that no damage would occur to defendant’s equipment, the court ordered creation of a "mirror image" of the defendants’ hard drive and a submission to a computer expert who would serve as an officer of the court for the purpose of retrieving the deleted e-mails while maintaining the confidentiality of privileged and other information. 
IV. EMPLOYEE PRIVACY: SPY SOFTWARE
As recent news reports reflect, enterprising software developers have been busy catering to the perceived desire of employers, always obsessed with their employees’ lives, to peep in on communications which employees may perceive as confidential.2 
One hopeful development in this area has arisen from the National Labor Relations Board. Communications among co-workers have long been sacrosanct to the extent that they involve terms and conditions of employment. The NLRB has recently been finding electronic mail to be a protected means of solicitation and distribution of organizing material. This means that employer efforts to monitor or censor the communications may be found violative of the regulations.
The extent to which electronic mail is controllable is problematic, and, as noted, can be a boon. In Boston, the chairperson of a prominent state agency used electronic mail so often, and was so careless about her drafting, that (presumably alienated) employees surreptitiously disseminated some of her more solipsistic efforts beyond the agency to the private bar.
Her bombastic reaction, also by electronic mail, received similar distribution. 
Such events may produce useful material for a case; and should also be considered carefully in cases involving discipline for breach of company security or failure to safeguard trade secrets. The accessibility of confidential information through the internet, or widely disseminated electronic mail, may be a basis for defeating claims that company information is a trade secret.
Additionally, the Electronic Communications Privacy Act of 1986 ("ECPA") provides some protections, and the Department of Justice has reportedly prepared guidelines in its interpretation. However, the law has exceptions for materials kept or sent in the ordinary course of business. 
V. WHAT’S SAUCE FOR THE GOOSE IS SAUCE FOR THE GANDER
As the above cases show, electronic discovery works both ways, even where the discovering party may be a single individual with limited electronic data and financial resources. A recent decision compelled production of home computers by a group of airline stewardesses seeking to organize a job action notwithstanding protests that other family members used the machines and their privacy would be compromised. 
Clients, particularly individuals, then, can benefit from some advice relating to handling electronic materials.
First, individuals, particularly employees, should always remember that company computers and networks (and hard drives) belong to the company. Recent Canadian decisions to the contrary notwithstanding, courts in this country have not found privacy interests for employees in company electronic communications. Therefore all personal communications, particularly should there be any relating to litigation, should be kept off company e-mail.
Second, the internet represents a strong opportunity communication about the case. The first thing we plaintiff side folks usually tell clients is don’t discuss case. But now clients have the possibility of broad casting details of case to millions of people. This possibility opens a tremendous risk of contradictions that will be harder for counsel to control. The popular phenomenon of "chat rooms" poses similar dangers. All these communications are susceptible of being put into print, posing greater threats that a party may be confronted with them come deposition time.
At the same time, cases can be built stronger with evidence from additional, varied sources; and few approaches equal the internet in locating such information. Therefore judgment must be exercised in how much, and in what ways, to take advantage of this medium.
Third, employers can benefit from being cautioned about monitoring employee use of networks and internet with relation to hostile environment claims. More than one case has been filed claiming that male workers opening sexually explicit sites have created an environment hostile to females. And workers have also been quick to discover the advantages of in-house networks for making approaches, not always welcome, to fellow employees of the opposite sex.
Electronic mail has also been the source of demonstrating the failure of management to deal appropriately with employee complaints, including harassment. In one such ongoing case, an employee preserved electronic messages from his supervisor showing that the supervisor failed and refused to consider the complaint to be a matter covered by the sex harassment policy.
Such messages can also be embarrassing in other ways. One manager of a prominent state agency, not universally loved by her staff, sent electronic mail complaining that staff were criticizing her behind her back, and demanding that this practice cease. Agency staff then, of course, saw to it that these vituperations made their way to members of the private bar who appeared before the agency. 
 
1
Reprinted with permission
http://www.bna.com/bnabooks/ababna/annual/2002/merry.doc

